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10 Ways to Avoid Becoming a Cybersecurity Target*
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Use two-factor authentication

Do not reuse or share passwords; use a 
password keeper/generator app

Be sure to change the default credentials  
of the Point of Sale (POS) controller or other 
hardware/software

Ensure that you install software updates 
promptly so that vulnerabilities can be 
patched
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Keep a consistent schedule with regard to 
backups and be sure to maintain offline  
backups—meaning that they are not on a 
device connected to a computer

Ensure that the built-in firewall is switched 
on for user devices such as laptops and  
desktops (“on” may not be the default)
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This publication is for educational purposes only and is not intended as an offer or solicitation for the sale of any financial product or service. This publication is not 
designed or intended to provide financial, tax, legal, accounting, or other professional advice since such advice always requires consideration of individual circumstances. 
If professional advice is needed, the services of a professional advisor should be sought. 

Wilmington Trust is a registered service mark used in connection with various fiduciary and non-fiduciary services offered by certain subsidiaries of M&T Bank Corpora-
tion including, but not limited to, Manufacturers & Traders Trust Company (M&T Bank), Wilmington Trust Company (WTC) operating in Delaware only, Wilmington Trust, 
N.A. (WTNA), Wilmington Trust Investment Advisors, Inc. (WTIA), Wilmington Funds Management Corporation (WFMC), and Wilmington Trust Investment Management, 
LLC (WTIM). Such services include trustee, custodial, agency, investment management, and other services. International corporate and institutional services are offered 
through M&T Bank Corporation’s international subsidiaries. Loans, credit cards, retail and business deposits, and other business and personal banking services and prod-
ucts are offered by M&T Bank, Member FDIC. Wilmington Trust traces its roots to the founding of Wilmington Trust Company in 1903.

*Sources: https://www.theverge.com/2020/7/27/21339898/deepfake-audio-voice-clone-scam-attempt-nisos

We hope you found this information valuable. 

Talk to us about how we can assist with your corporate and institutional business ventures. 
Visit https://www.wilmingtontrust.com/corporate-institutional

7

Use antivirus software, for all your  
devices. Smart phones, tablets and credit 
card swipers are just as important as laptops 
and computers. It won’t catch everything, 
but it will help

Do not click on anything in an unsolicited 
email or text message

Make sure the computer used for financial 
transactions is not used for other purposes  
such as social media or email

Use email services that incorporate  
phishing and pretexting defenses and  
use a web browser that warns you when  
a website may be spoofed
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